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UTHISHT Erafeerd

frfeiT =M= (Phishing scam) & gwsrierq

afeget 3T (Social Engineering) ET SFlf=ard
TR ATHTE (Home WiFi) TATS hedl guferd T ?
HraSTie JTSHTE (Free/Pubic WiFi) SINT T §2tHe
TATSET FHERT AT & 7

FHTSTeh ESTiete® (Social Media) STE Facebook,
Twitter, LinkedIn 3TTf& S&IRT &l &adt geferd & 7
Online Banking (Mobile Banking/ Internet Banking)
AT e gaierd arer W T 7

ATAST (Malware) & & 7

ST STl YLETTSRT SATHT STRY FeasT

HIATSe L& (Mobile Security) T Trefeerd
Licensed/Open Source Software T TG GraT{eerd
TEHT (Ransomware) HIT TFIf-erd

TSNS hERT ierd |rer T 7

fafe (vishing) & aFstfeera

RIET SBHAUT (Pharming Attack) ST S~
TR SAHATT (Sniffing Attack) ETT TreTfeera
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I 39 & TS 3THA0T (Man in the Middle Attack:
MITM) ETT Frifeerd
FATTRT Corporate Network T FTEITRIT Frii-ard

fefesgee feamer 31w ahfa mshavrET grefea
FiehsT L& (Cookies Security) & Ereli=erd

TS L& (Email Security) ST TraIfeerd
Removable Media Security & Hrl{-ed

=T TOTTEAT (Information System) 3T ¥ifden geat
(Physical Security) T TFa{-4d

Desktop/Laptop Computer Security T grefeerd
Cloud AT Ui STeTehT Y& (Cloud Data Security)
G graEfeyd

JITHTEE L& (Website Security) HT Trarferd
FFIT TR (Computer Hacking) T GsT{-rd
FIRET TR (Computer Hacking) aTE &t so ?
TS YLETTRT SATNT SIS U 331 T8
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aHIEE (Ten Good Habits for Cyber Security) @ T&Iisrd &R



q urgds (Password) 301
Jddiceld

9. UTHIE FHIIHT gH(20) ! T |

. U sHTSeT Capital Letter (A-Z), Small Letter (a—z), Number(0-9),

Special Character (!, @,#,3,%,%,&,* —,+={}() 37Tfg THTITT WY |

3. UTEEE T SRRt 9 (Username) T3¢ ST |

. TS ST3ST YTeeehSHT HUGh! STeagtehl AT TR |

«. o URER, @efivTs, ST SATfaehl T8 HIeTS e TR, I =, ST,

S T Rl

2.

Stafafa STear afsiel STHTT SIS |k STogas UTHaSHT WRINT
Y |
U3¢ UTEEEaTs & 92T WA (Digital Account) YREIT FRY |

. qrHaSATs srd T ai i/ i wfemr afted mi |

afeel ¥ WA TRiGeheh! qrEESaTs IH: TN TR |
e U JUTTEAHT TRl Default(Tad:) TTHESaTs Tiad T |

. TTHIEATS 3% HEHT HAEH F&H TR T T@ | THasas g

AT TosTTel aT TodR ATEHETE AEH UeT TR |
JATHT @ (Digital Account TS LT T Multi—factor
Authentication (Tﬂ'@f 2—Factor Authentication, Password T @Ter

Fingerprint, PIN code, Mobile Number, OTP, Facial Identity ZcTiq)
T JRINT TR |



fBRIOT IGFATA (Phishing scam)
0T Il

(9) ferf¥iT @™ (Phishing scam) 31¥at fRfET &8« (Phishing Attack)
®E?

IT Tk YTkl ATSe 89T (Cyber Attack )8 STHehT 2T I HISeK
srqefiesel (Cybercriminals) §233e Waareee! (Internet users)
TR TaeruT, 30T TUT ITHaE, dehehl GTAT T g o snle 3Trfe
TS T 8T T TATY a7 T GFaht q@TS Sehalle STTHAT QTATHT Y
ST T @IS STET WIS TTebT T HVBTHTRT Sftha%etTs el STTeTT
U et Ui e | IERT ATHT ETEe STUTeiEte SH T3S, STHe
ST SR TerhedT JerTSeahT (Fake Website ) TR T4, He¥T (Message)
I3T3H T hI-eheteh! THT TNT T |

() foRf¥iT @R (Phishing scam) 3t fRf¥RT g7 (Phishing Attack)
e FAL T ?

THISTT TR (Phishing scam) 37¥aT fBIEIT 89T (Phishing Attack)

1 =T T IUTIEE SIS :-

9. AUfferd safh a7 STHIEE ATTHT NhRUE sHAATS T@TAl |

3. qufifed saft 9T STHTETE JTTHT RIS SHART Attachment TS
Tt |

3. Squfifard o4 o SIS 3TUHT SHETHT T&ehl Link &&AT Click T
T @t |

¥, AN Afth o STFTETE ST S o RIS FHAATS dcehiel



Delete 37@T Block TR |

«. Efl?f Reply/Response El I'Ef‘ﬁ Browser HT QWT'{ZT*A[ A Type
T AT W |

%. JWR(Prize), 396K (Gift), foaT (Lottery) TR faf Tt
G YSTSTHT o7 ST Feh! a8 TSTSURT THA, I HIdehal
TEIATS Reply/Response TR |

v, gfthard aT stuftfad safth/ HEaTaTe STt Email OT PDF, TEXT,
CSV ST&T Standard Format SIT&eheRt exe, vbs ST&AT extension
T File 8 Click TRI T F@Iat |

<. 3TN§§"T i TRt Country domain/sub—domain ST 3ATUehT
Sﬁmq@?ﬁ T Delete T |

. FAEIh Mailing List HT Subscribe TR T SATIIR Mailing list
HT Subscribed YUAT Unsubscribe T |

Ro, sﬁﬁéﬂ'{ ST Password, OTP, Bank Account Number, PIN code
STET TqeruTee T9eTe |

22, FHAUM JTHTZZHRT THIHT Ufg= T Login Credentials (User
Name and Password), §aehT hige HTE TFaIX, ARTIERAT T
STRIART Personally Identifiable Information (PII) & Share
FRY | STIereRTie JawTgeehT THIET g T 71 ST faaror
Share TR |

2. U & STTTERT ¥ ST a1 AeTTEohT TTTHT kT AT HT HwaTfvera
HTATHT I TP T, 3T US13 3 1th o HEATehT THIGT ufe=T
TRT AT Reply/Response T |

93. 3THT Computer/Laptop/Mobile Device 3AT{EHT Antivirus T
TRINT Y



AT Sfeaifer Ao (Social
Engineering) IoT AJalcEld

(¢2)arfeRrer i<ttt (Social Engineering) & & 7

T Ush WehRehT BTEeR 80T (Cyber Attack) 2T STEHT BTgsR STThHUThdT
(CyberAttacker) & BT Fihaw/ WiHifde® T oTiaesdT
TUhT SATHT FFIEehT THT YA T GHHGS, Sehshl @TAT TV a7
Toente, T WIS T AT TTe T A Ui G5 |

AMETITAT ETF T4 dAIRTEE g dr3d 9=gT qriadsht
STHNUT/ ehTaeTs SATHIR qTHT IHehT Tagemer foter afsar g gar
SATHUUTHAT (CyberAttacker) & ST @Tetehl =T, HId,
Tt AT SIS T fa T AIeT SHaHT SHrgetaT Meeqa
TR TFEIT TATOHT TRT PGSt TATTha e Tge a3 et
T RIS Frrgeror 71 T |

T |3 ATSHHUTSRAT( CyberAttacker) & 372t TATThdTeATS
IS UTEES TGkl ATHT I SHTS, ST TWeh! q@TS SihaTS STTHAT
GTATHT ThA STFAT T4 TS ST TATEeE T T HTShTEmshT

TS T STTETHT T+ %l Ui g |

aqY JET IR STHAUThATeeel SHST U3T3H, THeT STed S iE
kAT deHTEEeh! (Fake Website) W&IT T+, @=<3T (Message)
I3T3 T BIehetehl THT YT T T AT Sid fhashetdee
iRt favame fSTeT Aohet WS TINPTETRT HTtheealTs 371 T, S1eT
T AT ST, HEATT A Uit qor fammT exfer qaaiser stear s
3 afgger st~stf=far (Social Engineering) & |




(R)ErfeRer sfsTt=faT 8HaT (Social Engineering Attack) TT JIRT &
T (Means )& & g Haa 7

Arferet gfiafiT (Social Engineering Attack) AT SRIRT g HTEATHEE: -
2. 39T (Phishing Email)

R. SATBH/HiamgeaTdr (Vishing)

3. UAeTsY (USB Sticks )

¥, I9ETEE(Internet freebies)

w. ¥ifds 9= (Physical impersonation)

%. goIali-eh BIaR (Electronics Waste)

(3)arfaaer gfsiaafaT gua (Social Engineering Attack) e SHaR
o 7

aiferer gf-stiw=fiT g (Social Engineering Attack) SITE =T =T
SUTIEE TS :-

()30 (Phishing Email)
9. J(hTEIE SHATS reply/ response T |
3. SHChR! YhEIE attachments T UTCd HUHT fdishedTs F@Ted |
3. Sender's email address T @Fl?ﬁ embedded links Fﬂ?
Cursor hovering Tl T HehT STTRIHTIEhdTeRT GISTia T Iie=
T |

(@) B/ Aragearat (Vishing)
2. HTHTIAAT BIHHT H.°|G"|-?|r\|t’1 W||"|°|'i|‘:\| AglH "|‘|:|~ |
2. 3URR(Gift) /Tergr (Lottery)/ Working Visa SEFTHT BT THeTS




AT F TR forawor Afe |

3. Caller ID, Text Message Sender ID, Short Code 39T ¥fehT AT
QIS qeiT SATTaehRTiERar qigsmT 7 |

% . I TR AT, BISTcHeR UehTg ol ST hu=(1ehl FTH TiehT AARTHT
HEr gy T @istfa qum ATfuesTieRdT ufes M 41 3Tl
fereror wBTET |

(TT) YIS (USB Sticks )

2. UTEH( USB Sticks )T Virus, Key loggers, Trojans, Ransomware
STEAT Malicious Software T@T 8HET T+ & YTehieT 3?5‘57@3‘31
(USB Sticks )@Ts Virus Scan TRT HTS WANT T4 |

=. I1fq HEcaqul qaraE® (Critical Infrastructures e.g. Server )HT

HTHTIAT UST8 (USB Sticks )3T W& 7 |

3. FpT STIRET UETEW (USB Sticks )helT T EETTS STTOHT SHFZETHT

TRINT T, YT (USB Sticks )3T WISl (Contents) F@Te |

(%) aETsE (Internet freebies)

2. ITRIeRTIER IvHTEehT Ufger T T ST AThTd faaor wam
T |
R. Cracked/ Pirated Software Download TR FT |
2. 3‘!’{[@&1?[ aERTIEE%'{? ST eMule, BitTorrent, Ares, etc. T T
T |



D . . .
% Taamr fafa=T offer 8 ST&T movies, songs, music video, software,

books etc. 3T TR ST TS (Internet freebies)
AT A |

(%) Hifae ug= (Physical impersonation)

2. HTICI] YT Password and Physical Lock T TEA |
R. T Ui FATHATS Access Tag T | fthent H& dfe= 7 |
3. QRETTE e 3fed SaeT T |

() SeIliveh BN fesdrsier (Electronics Wastedisposal)

2. STH AT FoielTeh ATHIGeAT O Hagsiier faenvre® gt aa
HUHTA 3h ATHUTEEATS SrmHTeT feTarst I | gaasfiaT
foreroTesas T MT AT fewisT 7 |

R. BTG GfRUhT Sl FhIses (ST JTTSET FIsew, WIUH FHISEE,
Access F1ee®) Tewarer M 1fr 3% FISeware FHt aiv faawor
Trrepte e W fewist 7T |

3. F FaAT g1 Tetah, U7 g3, AART fehe® auT USB oamd
STSHEEHT Toh! SAdalieh ST T8 T A7 fewaret 7 |




8P arsbis (Home WiFi) oS
BAL JRMEd Ikal ?

ERT AT3HTS FUEd (Home WiFi Security) T&T T 3URIE® STOATRAT |

9. T UAT YeTIehel Home WiFi SIS THHGUTS gt daT
TSR WiFi Router T Admin Username @IT Password T
T T 3 U aied T |

. Wireless Home Network 3T Default Name (SSID) aftard= T T
WiFi &l @TiT aferr qeee T |

3. AT Home WiFi 3T SSID 3Tt UTe= T e SIS SSID @8
Hide T |

¥, ! IHIEATS GUed a3 Network Encryption BT WPA2 /
WPA3 &TE A1 I Configure TR | T WiFi Protected setup
(WPS) @8 Disable T T |

«. Wireless Router 3T Software @S fafad sTeaTatesh (Update g
T Configure el

%. EER TSI TANT T4 Afthaeehl HIATE, TaTIeY, hreey, SATETE
3Tfe 3TRTUTEERT MAC Address 8&TTS Bind TR WiFi TN TR |

9. AT 32T JANT g I@d IrRetd U3 (Router) &l &&fter 316
T Tt |




J1daifoicd arsWIs (Free/Pubic WiFi)
U907 JRT §660i6 JaT3g oI
JRAEd I ol 2

HTasI-eh ATSTS (Free/Public WiFi) JIT T §etH< TaiT3aT JLaid
& Tt 3uTrEE SToTsdY |

2. F{ WA HEAT/ T S AT e, Boed, WU, Tl
FP! T, FTAST-h AT SATTeehT ST ATShTsshl AH Tie=
T @Y ATEhTSET fesush! TrEEe WAt T A §etiE TSy |
EATREE (Hackers) o 9 3% 3@ Free Public WiFi SHT3T Ha
UhIA | &1 T & |

R. A ATESIh dTEHT (Free Public WiFi) HTT SIITEaT STTHT HIeTsd,
TATIST, ST, TATIAE TG File Sharing Option &8 T T |
ard ATy, FHTILL USHIUTHT U Firewall Option TET ATHT
ON TR T |

3. UTHaS gied (Password protected) TUHT Geal ATEHTS (Open
WiFi) ST Y& TR 32T e |

¥%. HTESTH JATSHI3/ ESTIZehT TN T 32 FAATSET Hohar VPN
-Virtual Private Network) ST TR |

w. G ATSHTS/ZEILHT T NI 2HE TATIET HTarq
Encrypted (HTTPS YUshl) J9HTES AT HTST Browse/ Visit TR |

%. TSIk JTSHTS/ §ETIIah! FANT TRT 3rel42 TAATIET SATHId
HAGAYIeT faauTes YUkl HiaTsel U (Mobile App) TIT 8132
STEd: Online Banking Site, Social Media 3Tf& Browse TR |




9o

. STHTT Haeiel faerure® Wush! Hsser T (Mobile App) dT
dTg28E & Online Banking Site, Social Media 37Tf& Browse T
UeT T HiaTgetehl 3G/4G T SIET TANT T |

¢. GESIE I3RS TANT T 99=1d AT log in WTHT TAH

JSETES /NS deehied log out TRY |

%, TSI TITHT IUCTEH TRl 2 et/ ISRl JNT TR §e-e JIalls
HanaTe TR Visit TREERT Browsing History T Web Cache @8
delete T |

20, U ATSHTE/AThAT SIS IUHLUT TS, FATIE, HR[,
AT )TT HAER Antivirus TET |

22. SATHE! HISTSH, TATILH, X, TSI FANT THUGT AT JATHET
3YHTUTRT Wi—Fi T Bluetooth connectivity F‘H'sc < T gEt | gy
Wi—Fi &T Auto Connection 3l sl Manual Mode T G TR |

9. GrdSTieh JISHIg/AedhaTe Financial Transaction R | GT9r
GTASTeh ATSHTS/Aedchehl YA Tl 3TTHT Password, OTP, Bank
Account Number, PIN code/receiving tokens ST foaauTe® graet
ST ——

23. ITHT fefsreat @ (Digital Account), $HET @TAT TTfEaTs Guferd
T HmT I Two Factor Authentication (2FA) T W& TRY |

2%. GUAT (Old and Outdated) 3YRIUTEE SHTEHITH (Vulnerable) T
T MUehloT cIEdT 3UHIUTEE HTasTi-eh ATShTE (Free Public WiFi)
HT SIET §rete Taetrai |




JIAIGTD AFAED (Social Media) I

Facebook, Twitter, LinkedIn 3Tf¢ U<
JIGt oadt JRABIA I@a ?

AT TS (Social Media )3T Xferd @1 SwIRT T feT 3uTre®
3T |

2. FEIgs TS TTeT(STEd: Facebook, Twitter )3T SITHT @TdT
(Account) 3T SATHT FETgS qUT AT ITEES TET |

2. OTTNSIeh HSTTeteR! ST fefsteat @t (Digital Account TS gefeara
% Multi—Factor Authentication (GR?( Two Factor Authentication,
Mobile Number, OTP, Fingerprint W) T TN T |

3. GTiSTeh ESTTeTeRT STTHT @TAT Recovery 3T &TIT Recovery Email
@AT Mobile Number @7 J&WT T |

¥ . GhTT HTHTISTeh TSTTeiehl TANT TT&T AT 3USHUT (HIaTse, ey,
FIRE, TATIAS) T T Y | SATHET SATHTd Feursdes (Famed,
HiaTge 371) T8 UTEaS, Pattern aT Finger Print  (Biometric)aTe
Lock T TRY |

. TSI FostTeteh! TINT T 3USHOT (HITEd, ZATEE) gUsar
AT HosTTeTeh! GTATeRT THaE o= Iiad T |

%. UcIeh HTHTISIeh TSI Privacy Setting T Feature § STUshlal
TgHRT AT W FHF FHF fgatureE SR T /A
Customize/ Configure TR | ST Facebook AT 3TTHT email @
phone number G@T3 dT Ih13 |

©. TR ATHT FTHTd Toreor SEd: Home Address, Phone Number

TATIe ETATISToR FosTITdT @ |

a9



R

¢. TSI GosTiet|T STTHT A TehiTd Hae=eiieT BIaT, User Name and

Password, Siohehl Shig a1 T=IT, o T, ATTNERdT THR eRTEaehT
Personally Identifiable Information (PIl) &€ Share 7Y |

o, ok ulr ae, I v e e | (s o e g @
T4, N T G AT TGt 3Teel ToAd Higal foi dee ) |

20, ThIZT UI T+ el qaTe fars I ST T | SATavaeh Teh!
GUSHT HTHTTSToh HSTTITTHT HURT FUHT HTige (STEsT Sharehalues
@3 T3 scteh a7 aTefiehl effaTe gersdt |

99, TehgW AN = safthenT Friend Request Accept TTRI | T4 W 3t
fehel TehT U, S Tthel TRAhT Taarorens Todt faem i ufgem
T OIS GTHTTSTeh ST Friend Request Accept TR |

9. GTATISTSR GSTTeTHT ATefigeet share TReRT foish dT Attachment @TS
afe gfe=m M o= Click/ Open T | 3t fefer dT Attachment
TIRTEIE ATHT Tl |

23, TTHTISISR FosiTel HThd UTd g4 JWhI( Prize), 3T (Gift), fargr
(Lottery) eRTrd o= YAV @I YSTSUhT a7 ST evahl feg
TSTSUhT HIIT, BiTehed ATAATS Reply/Response TR |

2% . HTHTISTeh GosTTetehl TR TaT A1 AaERET Heli-2d ahal 3TagsT
TTiafafereRl HEge TehT GUSHT STET ST SEhT GUSHT THTUT Hehatt
T Tl 39 T |




Online Banking (Mobile Banking/
Internet Banking) Ja1 oI

IR A1 YT Ol ?

Online Banking (Mobile Banking/Internet Banking) TaTeht Hfera
T AT T T 3UTaree SToTaAT |

2.

Online Banking T W= TIEI STTET AT Shaht Online Banking
et e wfsham affe ai STHeR feradt |

Online Banking T JEIRT TeT EFI{weId Sfehehl TR, eSS
AT T | Mobile Banking 1 @THT 3TTRIhTIR Mobile App
Tfe= TRT 0T Install TR =0T T |

Online Banking H®T AT gﬁ Computer/ Mobile/ Laptop HT
AT F9HT Password/ Pattern/ PIN/ Biometric 3TT&ehT T&AT
T Lock T T |

Online Banking T URL & a9 TR TN T et i Email
Link 9T 37T AeET82HT W&ahT Hyperlink Click TR ST TR |
Online Banking 3T @THT Multi-Factor Authentication (\‘ﬂﬁ
Two Factor Authentication, Mobile Number, OTP, Fingerprint
gcaTie) T TANT TR |

Banking Transaction ﬁFﬁEI'IEFf(SMS/EmaiI) Notification ¥aT
famt g Y |

JATHT Bank Statement fafaa =& mF |

ST Bank Account,Password, PIN Code, CVC, OTP iget ufT
%@E’I’s‘qﬁaﬁ | SfohehT FHTARIEEA higced I dLI|§°h| Password,

°



¥

%o,

.
¢R.

3.

2¥%.

R

PIN Code, CVC, OTP ST&T faaer 8T gaT Fake Call/ Scam E&aTE
&t |

Online Banking @ &ATT SfeTaT IEaSeh! AT T T qTEaeS TS
Trafa afedT m |

JATHT Online Banking cal Login Credential afeet i Browser
ATfenT Save TR |

Online Banking &aT J&INT 71T ¥h4fe Logout/Sign out T T |
HTEISTi-eh TRt Computer (SR Cyber Cafe etc.) 9T @TaSTi-eh
WiFi T 9&1T T Online Banking SaT ST TR |

Online Banking T ATHT J&0T T Computer/Mobile Device
@A Mobile App BEaTs AT 7T T+ WY |

ST Sfeh GTATHT 3 I(hTETE ATt SREUAT o sihuT qrIeh
rull

Computer, Mobile, Laptop 3TTTEHT Genuine Anti-Virus a1 TIIT
T |




é dTdeR (Malware) @ &l ?

&) AT (Malware: Malicious Software) ETeh{gRT THHTOT YUk

TEAT T & STHATS 2T/ g STl ST/ §ete T U
g13Y (USB Stick/ Driver) aT T3 (Infected ) FPRIETRT HTEHETE
1T HERIET AT HPST AUTTSAICATS TeRTH AT T T TART T e |

ATASIT (Malware) Tafyi=T gaaT §=4 SI&d: Spyware,
Ransomware/Crypto—malware, Adware, Virus, Trojan, Worms,

Bot & Botnets, Rootkits, Keyloggers, Spam/Phishing 31T(d |

@) ATAIA (Malware Attack) Fafee 33 7

$2E TR

SH UThd UTC ST HISa Attachment @eIT fefehaTs Click T,
HHMHT (Infected) U T2 (USB Stick/ Driver )TTS ThigeT TITHT=ROT
(Transfer/ Copy) TehT SATRT Y217 T&T,

Visit ﬂﬁ'@ﬁ 3[’4’813‘2 i Pop—Up Window/Banner HT Click
e,

TSR GBS (Social Media) S Facebook, Twitter, Linkedin
AT WhatsApp/ Viber AT UTed STERTEIT Attachmen T foshelts
Click T,

Freeware/shareware dT Pirated Software, Music/Video
TISAATE TTET FANTehdleh! HERET/ TIFTSAdT AT (Malware)
TIIAATE TAT Install T |

14



P&

) AT (Malware) & & 8T TH @ 7

TR AT Install 9T 9T TEeT HER TANTRATR G
FRATRATIdTS JTaetieh T TATehRdleTs 9TR Afag e T i
T ST FETRTIeT STETHT STt/ HTEa SToTEes wia =g
fe 3f@ arqul HEEqUT STeTels SR—INT T Fda T Encryption T
T T T YuTTetarTs Tere TS T was |

o) "It (Malware) ST FEdT geerd & 7
AR (Malware) ST GUerd & TET 3UTRIEE ST9HTST |

?. Freeware, Pirated software/game, Free music/video, HTATA
ATl 3UCTeY g STEAT TS JeHTsea®eh! TANT I | T
mﬁm’é Visit &t Pop—Up Window/ Banner AT Y=ITEhT
AThT 27137 fetfermT Click 7RY T T Ja@Tgee®ae Freeware/
shareware dT Pirated Software, Music/Video/games CIRE IS
sl

R. AT H=STTeT (Social Media) STE: Facebook, Twitter, Linkedin
@ WhatsApp/ Viber HT UTe g I1ehETE Attachment TIT feishars
Click T |

3. T qAT FHIET YUTTAHT U/ S22l Tefeh qm Attachment
ars afe gfeam M o= Click/open T | gt 3% fdsd qer
Attachment S/ehTEIE ST F@T |

¥, ST JaTETseEah! Cookies Request &S &I (Accept) Y |
Fil“él?flTﬁ Ignore il




. P FHRUEI FFGL TAT HFG TUTEAT &Th 93 gaTehiel STl
(Data) Encryption Tt 3 Data Decryption 3T @THT &Tehiet adT
BT AT TRAT LT EATHLATS BT TR | EIThIATS it
TIGHT 3t Data Decryption @ HEATIAT @:T |

%. ST FIOT Afeushl U 189 (USB Stick/ Driver) TTS HFIT qT
FHFRT GUTTCAHT FART T |

o, 3@&3 amq{%ﬂﬁ T4 Netcraft STEAT Security Browser
Add-on Tools T JIT TRY |

¢. PR TAT FHFFT YUTTeATshT YUSHUT g Tecaqul S1eT (Data) TS
T7af9a backup T |

R SHFYET AT HFYE YUTTATHT Anti-Virus/Anti—-Malware/Spam Filter
Ty T fafrd @R (Scan) WY |

20, PR AT HFY TR Firewall T T Active “ON” TET |

22, PR TAT FHFRET TUTTATHT AT SUSHT Software TTRIT Operating
System, Anti—Virus/Anti—Malware/Spam Filter (—,n-g IERIEE
(Update) TR |

2R, TheH Godl AEHT (ST AEHTE) T TANT TR |

?23. @H/S‘Qﬁ? A% Bfa T3t Virus/ Cyber Attack TRHAT STHRIT
@ | |7 fawmT ST%aTs THa SRR RIS |

2%, I, FHFF et T FefSiee @ramT aferr qreaganr T=anT i |
36 UTEES T FHIT GHEd 79T T |

2. WIWW@T&&HU@ Multi—Factor Authentication
(G’@f: Two Factor Authentication, Mobile Number, OTP, Fingerprint

gcaTl|) ! JART I |

9



2%. U/ e UThd TN (Prize), 3TN (Gift), FrgaT (Lottery),
RasT (VISA) ST fafyi=T Tt SETU USTSUeRT AT ST e fag
W’s’@ PI%BT, BiThed FFTRF-IFI’I‘&? Reply/Response TR |

2o, sﬁmnz AT Password, OTP, Bank Account Number, PIN code
ST feruTe® AUSTST |

Re. 5!3?[ g JeETgEeh! THRAT Tfe= 7 Login Credentials (User

Name and Password), Sahehl g2 FHTS TraL, ATTNEHAT TFX
TTRIGERT Personally Identifiable Information (PIl) & Share <7RY |
AT SATTIRINGR SeTETEEeh! THENT Ufg= TRT |1 ATHT {99 Share
T

2%, TS g 3TTUehT e SHTT AT ASTETZEehT TS STehT SATHT qraTieerd
HETHT B TFTeh TRT, SHCT YBT3 A Tchehl ol SEITeh! TR Uig=
TRT AT Reply/Response el

¢



BT STTaTTieTehTel 3Tl HIETSel aT IR a ATeIE JMEHTE SIS
FET T, $etie IeTisH, T Ted, Tiidee g, fafear & amerderT #riee

TTGEeRT B |

eTIERT RN T&T ETHT STTaTcIohTaealls gretneet ST T Tar faf=T
GAREEETE GUETd Teda- T Ged deiel 3etie Iaisd faenedi 59 |

e ETHT ST CAehRIEEeTS SeteaTe ETHa SNGHETE SeTsH T 3URTee

YR |

9. FTASTICAhTCT STATSHHT T TTidfaier SR SRR T T STetaTieTshenT
TGRR 0 I, EmY B A o v e i

R, STETeThTeT & fedTe® (Youtube, Tiktok SHTIIA), SAT3T HTHTIST
T (Facebook 3TfE), @exl Game &% T 31 Tiafafergsehr sRaT
TRt T9 STHERRT T |

3. Ife STcTeTieTehTeT TTHTISTeh TosTTeteh! YRIRT TTeb] W 3-ig%ent arfigs &l
3T &, % % Share TTebd, T HUBMT T AT hT AT STHHRT TE |

¥, STETCTehTe] ATHIISToh HosTieTshl FANT &1 g Hel TrvTied STgfed
nfafafresent SRAT SRR Tt T i T i |

«. STCTTiCTeRTeT ATETSeT AT PRI T ZATGHT feldTe- THIetTs faefid Y |
[ERIETIRER IR TR IC AR

<. TSI AT T TS Online Class 3ATieehT feiehais Tt
qéaaﬁraTﬁT Bookmark T SATHT STcTslTieteRTeTTs &1 3hT YR T faerer |

"]



0

. SIS & ga/TTaeH Wl U TRHT T 3feteet Tetie et
T TN SATfeehT FhriaTTs eler S T Tt |

¢. TATIARIATS SATHT User |D, TS ST TR Toaure® Me Tet
feeprat |

.. FICEITCTERTETS ST Heehl ETiET Tehem ifdeh quT %o frrecatted
T

20, TcTaTeTehTeT JRINT T FJETT Antivirus, Ad Block, Netcraft 31fg
Tools T J&RT T |

22. IFTEATIH qUT YANT THUHT fefoeat @raree a= /T st |

2R WSHZ@Z@IEIT, Operating System T Application T W& Parental
Control/ Child Safety Feature SR XY |

3. Freeware, Pirated software/game, Free music/video, YAl
ATl JucTed G ST STYUTA JerTseaen! SINT 1T faeRred | o
WWW Pop—Up Window/Banner T ST T
33 T Click T faehrat |

2% . FHFJETT S/ §eeah! Tdish TN Attachment ST & dfg== T
T Click/open T TRl | =T foish T Attachment SishTEIe
AR TG Fhrat |

2w, T SMhTETE TiATae T STHEST IR HUAT ST SATERTs
STHeRRT o aTctetershTers faerrsg 8 T & TR fawer o avaf-ad
TrehTamT I I |



q O H?IEHBFIQNaﬂ (Mobile Security)

e EAUSHE / TS BHATS EATHEETE SIS T 3UTIEE ST |

2.

e &l &R a7 T &R (Official Reputed App Store) dTE AT
Rating TIT Review Eﬁf?ﬂT‘%mﬂTﬂﬁApp Download T Install T’ |
App Install et App & Camera Access/Location Tracking /
Contacts /Media/Audio/File Access &I Permission HTT TRHT
Deny el

F UM App Install T =T ST & App HT qwIf=¢Id End-User
Agreement dIT App Ea) Privacy Policy T Uet | App o
HIeTgeThl T %1 Data Access T T App HTbd Third Party g&eTs
share g AT TR0 TraTeemT STHRRT @ |
METEATs ST qreae (Password ) T fefsieer sfigmm s/t
Bio—metric Log In T T Guferd Tt | 9aE (Password ) TR
HEIHT g T |

THTE BHATS Jailbreak /root TR YT TRT | SSUshT THIE HIF6hT ST
TR AAfSTeReRT Tt ShT T YRR |

TRINT THURT ST HISTEd SAUEHeAs Lock T T@T | @7 Idle
SFRERITRT AT Auto—Lock @ T BT Settings HT Configure
T

OTeTEel Bl 4RI (Operating System / Applications) @8

Taftre T STemates T | |1 AeTSe HiFeh! GUaTrehl aTiT STfaml

Q9



R

%o,

2.

R

(EH

2%,

e

®UHT Genuine Firewall/Anti Virus/Mobile Security Solutions
3T R T |

W@%{Wﬁlﬂﬁﬁm WiFi, Bluetooth, Mobile Data, GPS
a1 &g s (OFF) T T |

ITET TIETEe BIFehT TANT T THe T HiSTSet SAThe g7 o T,
Completely Wipe out T g T qerT fagenTte gitads mar Elfrf
Tt e Alert TS T Configure W J&T settings SRIEIET)
BUTHT V3T TEANT J1S5S T RITSHT HUHT T Saruree 3Tkl
TG G SIS |

WWWWﬁWFree Public WiFi/Hotspot
3T IR T |

HESeT SAUSHHT g HolaRiieT SIETehT Backup TG | €T RITS™T
Hﬁﬁﬁﬂ%ﬁ?ﬁﬁ@ﬂﬂ]’%encryption T Tt |

TS EAVSHHTE SIS T AISTSe slfehsr Hal ITHRT 7 Hieget
BT/ Secure WiFi WINT TR | @ Multi-factor Authentication
ST Two Factor Authentication, Mobile Number, OTP, Fingerprint
AT ) 3T SRR T |

squftfera Aiemser Tw=/30eA/ Whats App/Viber/Messenger
JTfEsTIE 3TMUHT T, B ATIIATS Reply/Response TR |
Freeware, Pirated software/game, Free music/video, YA
Al 3UCTSY g STEAT TR SeTaTgeaseh! JRRT I, Pop—up link
AT ST Click R T Freeware/shareware @@ Pirated Software,
Music/Video/games TEAIS TR |

TS BHAATS 3TeehT Afstet Tga g TRY Jfdeh ToTer |



qq Licensed/Qpen Source Software
o) m JJdlctld

%) Genuine/Licensed/Open Source Software T JRNT TR Cracked /
Pirated Software T TT&T & o SIGT &1 TR ?

2. Genuine/Licensed/Open Source Operating System dT
Application Software QWWWWQWW
T TRITEHT &5 |

R, IO FIHT U g T9RH (Cracked / Pirated )3T TR TTGT STITaifeish
(Patch Update) g HUehIcT 3th TUCHRIT ThiH GT T £aT SATIR
SHFHTET 3 9 T Vulnerabilities 3T SHRUTRT SFHTE HagAgiiet
ToreRuTERT EATeREhT disTel Ug &1 U9 |

3. Cracked/Pirated Software JARTEIE YRS dIT Hageiiet 1T (PIN
/ Bank/Insurance) SRS & T |

¥. Cracked/Pirated Software download T YN el aT 3T{=T«|T§
share &7 @atTs (Dangerous ) TohRawehT GsFAUTEE (Virus / Trojan
/Malware /Rootkit etc.) T TS |

&. Cracked/Pirated Software WWW%W (Home
Network) TT 3TEE T B, SATecte, T 3T HEIEEE Sl 31T
SSRTUTEEHT TH TR 8 T EaehHT ST, TeohT SUshUTEeHT TehtehT
g fstel G TS TARTShdIeTs UTS ATes hPfet/ SUeHIUT JRITehdieh]
TR TRATERTIRTTS ETohteT STaceh T e FUT Feeaqul SIeTels
SRART T 6 TS o T T FPEJet TTIHIelTs SHe Teio] TS H |

3




B

(@) Cracked/Pirated Software dTE g1 T FrATiaq SiifEHaTe
o JUTIEE :

2.
.

Licensed 9T Open Source Software 3T URIRT T4 |
Cracked/Pirated Software I GgMT Licensed/ Free trial/Free
version 3T JRINT 714 |

Tareror ferenTs qoIT SITETIeh TS STEIehT ShIEEEHT Licensed / Open
source Operating System TAT Application Software T ST
T

Licensed/Open Source Software g% 3t AT TTdT hroiehT
eI JeETseaTe 0T S3AaS Y |

Cracked/ Pirated Software sl TS fecameT Mo |



qQ '\TITZIE%ITZI'\I (Ransomware) 0T

&) TEHIK (Ransomware )3 &l 7

THTRE (Ransomware) Teh JehTEHT AIAARR (Malware: Malicious
Software) &T STEEhT JERT TR E2ATehT/ HTSaR AT SHeT/ $t-e aem U
Z1e (USB Stick/Driver) aT €T (Infected) HPISTRT ATEAHETE
TECYUT ST2T T PR UGS oI T T 7 SR 71 e | |mer
PG TARTRATEE TR ThH IR TR et JATTohd ohl SIETelTs
Wﬁmwmw T G T Encryption/Lock &
T e | AU ST FITE AT TRt/ ATga. TIiel Hrget
TRINTehATEE TR/ T FaTg( Crypto Currency) WA TR 3 GHATETT 45T
ebHT T Hecaqul SIS J9sh! AThT T=(Delete) T fagent arr
TR/ TS AW AT AHieRT @hH/fae @@amsT (Crypto
Currency )T ITT U TR SIS 3TTed TRISS | TEHAT

(Ransomware) R JeRRERT G ST&: WannaCry, UIWIXCryptoLocker,
NotPetya, Bad Rabbit, Cerber, Crysis, CryptoWall, GoldenEye, Jigsaw,

Locky 3TTf& |

@) T-A9IITITHAT (Ransomware Attack)®al dg RS 7

3T TARTeRdTel
o ST HIthd N STYURETA HISET Attachment @I fefshelis Click T,

Y



Q&

B (Infected) T 9w (USB Stick/ Driver @S H1gel SIHRUT
(Transfer/Copy) TehT @TRT J=IRT e,

Visit Wﬂwmw Pop—-Up Window/Banner
AT Click T,

TSI GSTTeT (Social Media )SR<t: Facebook, Twitter, LinkedIn
dAT WhatsApp/Viber HT 9T&d YTed 34'5'{'&&?[ Attachment T
feteretts Click el

Freeware/shareware @T Pirated Software, Music/Video
SRS TTa, TRARTeRdEhT hPJet/ AIETSetT TRl (Ransomware )
gl?»‘l?ﬁgﬂélnstall g9l

) [T AT (Ransomware Attack )dTE HeRT gUead & 7
TEHRT (Ransomware Attack)STE GUed & et 3urige STTe |

2.

FIIET AT HPRET TRl YUSRUT & Heeaqul STeT (Data) &ls
T backup Tt |

Sl SHIUTSIRT HHEX T X TV 22iTeh ¥ EThtet 81T (Data)
Encryption W 3% DataDecryption T AT 8T H?FFﬁHFT"ﬁCHT
T EATHATS BT TR | IS ThHT TQHT 3 Data
Decryption @W@?I

FOE, O T T fefeieet @ram aferr areeeeht JamT |/ |
I TTISIE THT HERIT UiE T |

PG IW’&'W@T&?W T%&T Multi—Factor Authentication
(\_TR%TTWO Factor Authentication, Mobile Number, OTP, Fingerprint



jo.

31fE) =T TRIRT T |

HFIIL AT YL JUTTeT AT Anti—Virus/Anti—-Malware/Spam
Filter 3T JRRT T 1atia & (Scan) T |
WWWWWW Software FTIId Operating
System, Anti—Virus/Anti—Malware/Spam Filter SIERERIEG
srEmafdes (Update) T |

Freeware, Pirated software/game, Free music/video, YA
AT SUCTSRT G ST ST I ETgeatehT ST 7Y | T STgueae
3@7\3“323’6 Visit el Pop—Up Window/Banner AT J=IehT AT
13 federmr cnckmﬁwwéwszgw Freeware/shareware
YT Pirated Software, Music/Video/games RAATE T |
qmTfsTeh F=sTieT (Social Media )STt: Facebook, Twitter, Linkedin
@ WhatsApp/ Viber BT AT & Tieh1E9E Attachment T fefshals
Click TR |

TS AT HPRIET TUTTATHT SHT/ ST fefah T Attachment
Fﬂé’%ﬁ%ﬂﬂ T Click/open T 3% fedeh oI Attachment
TIhTEIE AR MT F@T |

JETRE T HieTeh! U 13w (USB Stick/ Driver TS PRt qeT
PR JUTTCH AT SRART R |

R0



U

ST TS G §Ter T T JURIEE ST |

2.

2R T ITETEEE TN TRY T FRTd g UGl favaiaetl qeIT YRuaT
Password Manager 3l SRINT T STTHT qreaess gifea @ |
I offline password manager T TR ﬂﬁr@raﬁ@uﬁrm
JUSHIUTHT T i Backup rikye il

Online Password Manager @I YIITT TI‘:t uaf Two Factor
Authentication aT Multi Factor Authentication 3T YT T |
Password Manager T @i Sl & (Strong Password JS=RT
T T 3 eSS WRUT TR T | |, Password Recovery 3T @TiT
ST ANEITeT TR a7 SHeAeh! TINT TR |

Browser mma—ors‘aé Save T+ T | Browser T Password Auto
Save Fﬂé Disable T |

R T THEEEE THIOT TN T e g YUehleT TEaegeelTs 3T
9% (Encryption) TRT ShETSTHT el TH GUEd 8T T Hiehes |
JTEESATS HATHT SHGHT Store /Save THI | @, FHAATS I Share
TR |




q 8 AT (Vishing) J0T Adalcerd

&) fafeT (Vishing )& & ?

fafeT(Voice + Phishing) T3eT sase 37oram oft. 37135 (Volp) T
TR Phishing Attack & STHT BT5aR STOefeeet ST Siwoti-RriEehr
TRINT TRY ZTAB o7 Hisget T Viber o Messenger 9T Whatsapp GITE\B?[
gt it TreRaTe B T 8K (Urgency) S@TS AT & TR aT T
T TS, Sioh WTT A hi&< 1S T U IS SATCHT THET HUHT TR
TRIS HNT T SITEHTHT PR T HieTSed JaTehdieteh! Haa-eiiet st
e foreir foramur, g0t qor UrHaE, i g, Sshent @It TR 3T1fE U
T, SIeReTE SATHT GTATHT ThH STHT T ST STEdT JITHeE e T ST
STTGTHT U Tl G |

@. fafem(Vishing)ame s=T & T ?

Rafeimmane s fet SR ST |

9. ST TERETE ST B 33137 | T T STaRferd Trewesr
T &1 (Call Back) i 7Y |

R, YBRR STIRFEA TRREIE ST BH 3ST3aT R STIRTed Afthatel
SARHT HRTERT 3 T Terure® Sucred TR | €12 3t e W
T TTeRT AT orel 3 BIHeheT hlel | SURITh FFoEeaT TRt
TeRTieh 39T info@nta.gov.np 3T Complaint Handling System
(https://complain.nta.gov.np/) ATHd THHRT AT |

R



£

2\
ringhd

30

HZR JREHT @I Sl SR dwael

Py

F sTafad Afare fafa= e (faaaT, 3uer, famr, amfser
&I, Loan ) ST STTUhT thiehaT A YaTsd <37 (Voice Message)
TS Torvamer I T STah AhRTS |

el ATHRHF (Urgent) TIHT ®BIF T Bank Account /Credit
Card Compromise T TN T ST Password, OTP, Bank
Account Number, PIN code H%lTFﬁEIEFmT 3TFQ‘°|'?f IS HIT TTeT
AT Hoge et faatures shaes ai Jfestt |

TrIT TRTRIASRT Personally Identifiable Information (PII) && AT
&l 3th TIeRuTe® SHEeTs Ui Suered T |

el I JT SaTH Hwa3T ATt STTHT STHUTT e e (Button)
forsT aT g TetermT Ttk (Click) T VI STFER et R T |
ST sieheh! ferciier foreror, fmehie, Ueard THTRIGRRT 5 Ui Tagmeiiet
foraror ST TRt ATHT deehlet TrEare, frenides aftad i T
TSl TEAT/ SIheTS dcehlet STHeRRT TS |

T SAfhaTE 33T Scam Call ATS Block T ATReRTE: 9T
fergantear war (APPS) T TR Y |



WIRISIOT 3MhdIUT (Pharming Attack)
01 JAddlcerd

) BRI AT (Pharming Attack) & &T ?

GRIFT SARAI (Pharming Attack) Tk JehIGhT A-elTs 31T (Online
Fraud) &1 STEUT HTSeR 3TUEfg® (Pharmers/Cyber Criminals) &
TRITTShdeh! ShFICT T 8T (Server) AT Malicious Code Install TR
TRINTERATCTTS &Te e & @IefhT Website 3T IP Address 9Red (Computer
Local Host File 9T DNS Cache Corruption/ DNS server Poisoning) "
ajrr Clickmﬁm Fake/Bogus/Fraudulent Website AT Td:
fHefera (Autodirect) TS 3% Fake/Bogus/Fraudulent Website @7
AT SANTehaehT ST HogRiiet faaure® ST& PIN Code, Payment
Card Details, Password 3Tf¢ U T TEs | deageid STRTefgeet 3t
rEae T e @ie v T fatE 3 (Financial Fraud) 3viid &0
Transfer ﬁmﬁﬂé@[l

@) BRIET AT (Pharming Attack) YUkl &l UTET 9IS 7
o Tf€ Browse TH @fﬁmﬁﬁ aWIEZTIT https Cal &I http e ’ﬁ,
o FfE JTTETEHT ST JETE (S spelling error, unfamiliar font
or color) gf@, aTEdfass =T f=T @, =T (legitimate) @13 ST&ar
FafG AT 7 BRIET JHAT (Pharming Attack) YU §1 TS |

T) BRIHT SABRHYT (Pharming Attack) & et s ?
BRI SHAY (Pharming Attack) &2 =T T 3UTIe®® STOHTST |

39



3R

2o,

.

Https YUeRT secure JS™TSZHT HTS Browse dT Visit T | ST&d:

https: // www.nta.gov.np

Torgantearetr o guea (Trusted and Safe) Browser (ST&T Moxzilla
Firefox etc.) 3T ST TR |

iSRS JeTEZhT Browse aT Visit T |

F Ui JISETEE Navigate Tal 3t de@TEe Completely load &T
f&g 3t J=@TgeaRT URL (SR: https://nta.gov.np/) T spelling
error/swapping letters HT :M'Qﬁ'?f EaUR=IC] t@ﬂi SRl
FHRIER 7T =T 3TMFE STTRIHTNGS TETEE T/ TIUhT Tfge I
TS HRER T |

Consumer—grade Routers / Access Points (AP) TT &l default
password aﬁQﬁaﬁ:{ﬂﬁl

IR 3TTEfE® (Pharmers) & T 3TUET Free offer fa Swam
AT Wil Commercial Fake Site ST T HUehieT STTRISHITER
Commercial Site HT HT SATHT AT Gagziiet {oRUT share
TRI T T 3TTehTeR Commercial Site SIS A T GfT/ SRR
gl

Secure Browsing T Tt Reputed DNS Servers ﬂQ‘cblfVPN TaT
TS SR T |

IUNEd AThaTe I sﬁaa?r Attachment @T link Fﬂé Click
T |

Two Factor Authentication aT Multi Factor Authentication 3T
SRR Y |

STRIRING: @UT Reputed Anti—virus/Anti-malware aT Firewall
HEIEhRT FANT T |



q E‘ QEIfEb?T 3113@1111 (Sniffing Attack)

(2) Tefte smspuor (Sniffing Attack) & 2r 7

FfET (Sniffing) YT 2T JRANT TTETohT sREd 32LE TR ieh]

miafaferesenr ST T 2r |
TEHT (Sniffer) Y-ehT T a7 STSITR & STHATS TSR STOTE el §2E
TRNTeRcTehT Tidteteeeatts STge (Spy) T JRINT e |

HTge 3ToTefieter REARAIT STHHUT T $23E TRITshd ehl Tiaiier/ STeT oy
qfaémca T T 91 T fageor i Personally Identifiable Information

(PIl) (ST&:- User Name, Password, sighehl 3hig2 T e, ATHEhdT
TSR A1) T U e |

3. Tl 3BT (Sniffing Attack) TUehT e &ITeT I13 ?

FIS/ TR/ IS 3UhIUT TTTGehT MUSTUT SIHAT STTHeh ST TUehT
i@t Sniffing Attack YU & TS |

3. Tl ST (Sniffing Attack) SITE et a= 7

FfeTT 3HEAT (Sniffing Attack) ST &= T 3UTEE STUATST -

2. IgUed "rESE ASHs (Public Wifi) &1 WINT AR |

R, ST ST G EIT encrypt TR RIFTRROT(Transfer/transmit)
™ Reputed VPN T T T |

33



3

FFT/ T/ HIATse SUHMT Malicious Activities §T A&t
Reputed Antivirus T T T |

HTTP WUeh! JaHTSe STGUET g WUGhIeT Toher Il JarTSeshl
TRART R | HTTPS 3T Lock Icon/Symbol @&l URL $TUshT JerTgeshl
HI JERT TRT |

HTZeR AT ieter Qifaget 3-THRIT (Social Engineering) T TbfdT
S0 (Phishing Email ) 3T ST SeETEe AT STRGHT 9T
37T Sniffer download W%n@ﬁmﬁhﬁaﬁsmm
JTUShT IiRRETE SHETRT Attachment T TeiehetTs el | AT STERfe
JEETEEeh AT T |

WFHHHW'(, U9, Freeware STITET download TR
Unencrypted/ plain text messaging WWWW
T |

& I JTETEEeRT THIET qfe= 7RI Login Credentials (User
Name and Password ), SErehl H&< 1S T, TTRERdT TR STRIqeRT
Personally Identifiable Information (Pll) &% Share TR |
STIERIG SIeETSEehT THET Ufee RO 7T fSaruT Share TR |



q gl $ol ¢ fAISeT 3M5hdIul (Man
in the Middle Attack: MITM)
301 Jadlcerd

(2) W & § THget 31eamh & & ?

IH-37-3-THSe 3TCATHAT Sender AT Receiver 3T Ta=mT deiv vy
(hacker) ST TORT T Sender T dsl Message (e.g. Password, Personally

Identifiable Information, Credit Card number, Conversation etc.) urd

rﬁ(‘éﬁﬁlﬁﬁﬂ*ﬁ&ﬂﬁg@ﬂﬁﬁﬁ?ﬂi’(%ceiver ﬁfémﬁﬁﬂ?&?l
A1, Receiver ST UTW $TUshT Message TS Ui ST STeheT THa TRY
Sender T8 USTSie T | 37T, <11 9T (Hacker) & Sender T Receiver
sfierehT Hel Message &% T 7T T ST STt IHEH 7RI ERINT Ui T
s |

(R) B §7 & foeet Teamehel Sl ST T ?
BRI & fHeet 31eameh g8 =omT & e |

%) dfedl =T TG SHOHT TR S = § foee sTearshet
AT §2TE ZTTBehetTs TT=IeTHT G SIwaT UfeeT FI 716w, STHeTTs Interception
=3 | v Interception EFIETQTF ™ Fréar STqefier |P Spoofing, ARP
Spoofing, DNS Spoofing 37Ti¢ dfiehee SIS T |

W) ST TRUT: UfeclT SRUMT STSeR STET Interception aﬁgrrlﬁw
0T I8 3% Intercepted Traffic Fﬂ'sc 2TET TROTET HTTPS Spoofing, SSL
Beast, SSL Hijacking, SSL Stripping eTRIdeRT fafere T TR traffic T
Original Content U@ eS|
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(3) ™H &7 g Toeet 3eamhaTe el =i ?

RIH-3-3-THget JTAThae a=T T 3URIEE ST :-

2.

ST SETATS GEReTd AT TAMTAOT (Transfer) T SIS Secure
Channel HT%d Encrypt T gaTet |

HTHT hFFL/ AT /AT dAT Network HT Firewall/IPS/1DS
3T TR T |

ST TTESTeh STSWHISehT JRNT IR | SREhT STSHISHT §d WPA2/3
T mode T WA 7RI &TF WPS Disable T T@T |

Browser AT Force TLS (¥d: &FHT HTTPS WIRT &1 TRI) Plugin I
TRINT TR W1 ST HRER TR

GRfea SHTRT ATNT SSL/TLS/PGP/GPG encryption 3T Setting Tl
SRIRT T |

HTTPS aT Lock Icon Hfed URL SUShT JerdTgeehl SRT T |

ST Software (Operating System, Application Software, Browser)
Fﬂ's‘ﬁﬁ'( Update el

ST HPRIET/ AT/ HIETSe IUShIUTHT HIGToRIEhT ThTehalTd STeraT
Malicious Activities &7 e Reputed Antivirus T SR Y |
WW{ [UnSH R download Y | H@funencrypted/plain
text messaging ﬁmmml

90, IHATE T Password, OTP, Bank Account Number, PIN code

ST fereroTe® BTt |



q C ®IeTId! Corporate Network
I JREARI01 dletld

F U HMTEHT Corporate Network TS GiTd SIS 1T 3UTIE®
3:|‘3|:|T3‘ﬁ:

?2)

JATHT HEATRT ATHT Information System (IS) Security Policy frmtor
TR @] T |

ST FHERT oI SRR Tehdle%atTs fHoIfte SquT T Hfafer qorr angsn
T TreTfeeT SIqHTeTeh aTerdes Ha T |

FITATRT FIRS ddderswé Segmentation T Segregation ol
Critical Infrastructure ﬂ@ﬁ?ﬁ% T Publicly Access @ﬁ?ﬂaﬁﬁé
TS TRY | ST sl eIt Terelor SeeraeeT ST RER T T Internet
TRINT G Ehalls STeHT-3TelT T Shedl &5 |

Guest &%eh! JIRTSRT SATHT STTHT Main Network =T 88 Guest
Network et 713 |

FRITCTIRT RS eaThelTs GUE SIS Tagaidel! ot ¥RUaT Unified
Threat Management (UTM) System / Firewall / Intrusion
Prevention System (IPS) /Intrusion Detection System(IDS) @
SRIRT 7Y |

Network Devices (Firewall, Router Switches) &%l Default
Configuration @S Iied T 3faq afemel  configure T |
FHATAIRT FUNE Tedehehl Security Assessment T Trafa
Information Security Audit TR |
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3¢

20)

22)

2R)

23)
2%)

FHRTAIRT Wireless Network AT T 9t WiFi Protected
Access 2 (WPA2) encryption 3T JIT TRY |
Network Hardware (Router, Switches, Firewall) g&eiTg $ifdeh
FAT GUET g R Tt |
FIATCIRT AR Aeaehenl AT Tavaa-™, sRUaT quT TR
SHRUTEEEhT SRIRT TR |

Critical Infrastructure ﬂ@w Access S8 Tl MAC Address
Binding T URRT T |

FTAIAIHT HANE HETHAT Access Control T Log Maintain ™
T T |

SFTRITCIIERT SRS =TT End Devices &&HT Antivirus 3T ST T |
Network Devices (Firewall, Router Switches) SEal
Firmware/Software g&aTTs FMIfHd AT update /upgrade T |




?) fefgsgee feTmiet 31% aii| (Distributed Denial of Service) 3THHT
®Har?

Distributed Denial of Service(DDoS) Attack T32T JT SATSHHUT & STEHT
TS STOTEICT JETohAT TTelg, TeohT faIf=T STehUUTERaTTS EshiH SIS ST
SUEHAUTEERT SRART TRI T HaT T SETs At 7RI SATHAYT 168 | J8eT
ST I WETE 3T ITTEIRI T U §T Tdad | DDoS STHT
HHIAAT Volume Based Attacks, Protocol Attacks, Application Attacks
TR} 1T TR RERT 5 | TTSa STORTEASTE UehT el HecdgoT DDOS SRS
T YR LT & :

o The AWS DDoS Attack(2020)

e Google Attack (2017)

e The GitHub Attack in (2018)

e The Mirai Dyn DDo$S Attack(2016)

e The CloudFlare DDoS Attack(2014)

o The Spamhaus DDoS Attack(2013)

e Six Banks DDoS Attack (2012)

?) fefesyee femret 31 affer STr=FuvTeT et s T 7

WW@I‘ Botnet 3710 Zombie Computers (Network of thousands

to millions of remotely controlled, hacked computers or bots) TR

R



pete]

T AR JeTEe, edeh q T T Packet Flood 31§ DDoS
JTTHAT 7T 768 | Packet Flood STThHUTEE TEd: 6 JehRehT 4 |
Network Layer : Smurf Attacks, ICMP Floods, and IP/ICMP
Fragmentation

Transport Layer: TCP Attacks include SYN Floods, UDP Floods,
and TCP Connection Exhaustion

Application Layer: HTTP—encrypted attacks.
TEdt Packet Flood U3T3aT Tkt Tl W1 @TEM (Resources)

A3 IS e §¥ LI crash THA & T8 369 STHRERT Ha
& T Ha |

(3) fefesgee fearaer o6 Givfdr ST=HAT YUk FHUL oTeT U= 7

SRATTeRATeRT SRHERT I EaehHT T STEUIge R SRGTHT DDOS STTShHTT
U G T |

(%

2.

Locally or remotely %ISeT access ﬂa‘rfaﬁrgﬁl
Fl SIS @ieal AT THIERT I Tge |
TS TET TR T & |

F U oEETEE TG |

&R Spam Sﬁﬁmgﬁ'l

) fefesyee feTrmet o1 aife sTshmvTETe el =T ¢

T TRl HATHT Hedeh qeT {uiteh! GLar wusIRiee (Security
Vulnerabilities) Ufg= T Information Security Audit T |



A

. U FASIEE (Security Vulnerabilities) T8 =TT g2ra |

DDoS STHHUEE &%T DNS &¥Th! Bandwidth @T§ fr=or MY |

. Router T9Za Firewall Fﬂ? Latest Security Patch dfed fHafaa
FIT TNt (update ) T |

. WWWW(Monitor)ﬁl

Malicious traffic FflTs% U UTM/ Next Generation Advanced

Firewall /Intrusion detection systems (IDS)/ Intrusion

Prevention systems(IPS ) @I &I TRY |

. EIRAT SIS ITHUTEEHT Default THTE &5 Sl THaE @ |

Router Configuration el Security Policy Best Practices =T

Cyber Hygiene aT it ST Y |

%. Zero Trust Security Model TS |

?o. DDoS Response Battle Plan gfgden! Business Continuity Plan,

Disaster Recovery d™T Emergency Response Plan ddi ol

92, IATHT Jedeh o7 THTHT DDoS  SATHHUT T NGUHT Aeehlet 32T
AT TERIhTS AT HISa GUaT TaRiells STHehRT 7RIS ST SHTe T
e T |

9. =eaehahT Critical Server 3T 3UCTSYdTERT AT Backup AT 3TehT $2T1E
[SERIERE

< W

o c

S

%9



B8R

O E@%ﬁ JR&T (Cookies Security)
3JOT JJdlcEld

() kT (Cookies) & &r ?

El\gs—f Website Browse Tal 3t Web Server & JRITshd sl Device aT Web
Browser HT T M Text File/Data €ﬂ'§ Cookies or Internet Cookies
TS | @fﬂ@ﬁ: Internet YRS Username, ID, Email, Preference
ST feraruTe® Save TRY THT 2 STTYfA UG THaRT ST JRIRT TR |

WﬁSession Management, Personalization / Tracking(User/ Device)
T JRTSIeRT ST 8HA JRRT TS | Cookies Tid: T UehmehT - -

Session Cookies, Persistent Cookies, Third—Party Cookies, Super

Cookies, Zombie Cookies |
(@) FHfehsT (Cookies) T Tt T T ?

F JerETEE gfedl U2 Browse T Visit TaT FRITTehdTeh! PRIl 3
JSTTTESTE TARTehdTehT STATT o1 (aT Afets) Cookies Download T Save

HUL &9 | 3Th! U2k 3% deET13< Browse dT Visit el Save Hul TR
Cookies (Unique ID) HTd JANTeRdIehT faRUT Server of @fstel UTad Ty
WW@H&T FET3T Hed TS | Cookies HIhd FNTRAThT Browsing
Behavior @T§ Track TRl SERTRAT eTsal TaRiTa 413 68 |

(i) ST (Cookies) ATE G T SAGH & o & 7

PIT%IITUIH?JTH%%IEEIEZHT Browse dT Visit ﬂﬂ%ﬁa@HAccept Cookies T
TRITShdTeh! HEHTd TR Tes] | 3 JeTETSeHT Accept Cookies TS “Yes”




v Tenfa féaT 3t JeaTEeHT 3TTEE ekl Third Party & @0d Save WU
@W@WI aaﬁag&m@fsmre T TaR0T TRV Plain
Text AT §¥ YUshTeT U3T JeETEEhT AT Save T Tehl Hag-eiiet foreromr
(User Credentials, Bank Details, Personal Information etc) TR
éﬁﬂﬁ?ﬁﬁ @%h—crmﬁ?r LSIEEES Srefier afster cross site scripting TINT
T foeruTe® afsTer I Te | a9 Cookies STE EHT TUHRIAT T §7 T
Security Threat @EI'??TF@W@I TT JRANThIohT TTTdTaeT qei TS
WW@TCookies T ST AT Track T 9o |

(1) fersT (Cookies) ATE & T ETES FHATSE HEl sF= 7

Cookies dTE §T HaH HIZAH THAERE o - IUIEE STIATRA :-

.

aﬁ?ﬂgﬁ Browse dT Visit el Cookies %W‘I’&gw ggqia 9e
TR |

JeHTEE TG T SHichoielTs Tave THEAT 9t Customize TR |
FHfehsToh! CATHT HEHTA T JeETseee Ul Gl T / TUEhT Tie=
T Browse /Visit T |

Trusted Website T Https (Lock Icon) WWWW
T

Browser AT 3fad afehiet Cookies T Setting 15 Configure el
ST ?PlT%ﬁElﬁlTrrﬁ Browser @l Privacy Settings T T “Do not
Track” ST&IT Option T T T |

n‘laéam Third Party A% GfsTel Track gl tec=) ﬂ@'@f pecetaty
ﬁlﬁ'lé?ﬂ'l?gﬁ‘Web Browse Fl'léf&lﬁ?f"l’ffl
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%o,
22.

R

WW@ Browser a1 SRINT T | Sffers RIS STRIdeht

R et gifeTa Browser (SEd: Moxzilla Firefox)sT SRINT Y |
Internet SITT3aT Browser @l Private Browsing Mode T AT

T

GET GHIHET 3T Browser IIT‘HQEhlfCookies dT Site Data %Wﬂ'&"

Clear T |

FT ISTETESHT Login TRET SUHT I Hieh feifdah Log Out T TI'|
Browser AT fagamfaeir Ad—Block T @@ Securely Browse T+
Plugin E%ehT SR T |

3“@375‘?32'(, ﬁl’ﬂﬁ?‘r SATTEGHT Internet Security Software T JINT

T



:2 q SdHT J&T (Email Security) JoT
(o)

JIdlctlid

(%) 3WeT GeaTT (Email Security) 3 & ?

sﬁam:ﬂ:m%qga, Email Data Loss, @WW@Spam Message,
Phishing Message WHQWWTGTW@H@WW
aT Threat Message BETS SISASIE UeHehT ATHT STITE TafiT=T Geatteh
Tafer qom SuURIEEeTTs e Gt WS |

TSR AT WA, T T TfeiT S6H0T (Phishing/Attacks) T
TART SHTCTTS Ueh SIS RT HTeweh! E9HT YT T 1T | STl WiHeh
H%S'I%E"IB‘I’% Attachment @Wﬂ"ﬂg‘?ﬂ famﬁasm#anﬁsr&hrwﬁaﬁr
JUHTITHT HTASRR LI (Install) T TG | AeqweiTa SRRTehRdiehT SUSRUTTS
TUIEHT STHAT AT &8 SRIRTehaleh! ThTehReTTaelTs STTHH T, STchen]
Financial Taaor =, seoiepT Mo aeiT Hoemeier faaor drdstives mitfer
ST ST TaTehaiTae® e | deref SHeT el ST T ST SHel
QTR GolehT AT o SATETIh & |

(T) U= 35T STELRTA 3HeT (Unsecure Email) &1 T 818 Sl GE13 7
U HYSTHT T SHITSTHeRT Hohd SREUAT STEWd el g1 499 |

o uftfad =aftheare TUeh! Teanifaess frfamenr siar  wuAT |
e Prize, VISA, Lottery TEhT YT ST ARISH @Tel Content HTahT

o U |
SrEaTTfereh fRfamenT foish AT Attachment YSTSUEHT ST WUAT |

RN T STUhT SHeT AT |




84

STTGET SRS H-5ohT ST T AT |
untrusted Domain /& ... @afhdo3e.com %«'F@TEEITI

() 35T (Email) e Gefa s 7
ST U SIS T SUTIEE TR

2.

sﬁﬁ W ATRT Email Service Provider & Y& TRehT Security
Features Fﬂi’ Enable T |

HAATET Subscription g&HT Registration el Business AT SATHT
et SR ST R

TR ST S0 Ararstiveh R | R RaeT 3awerenr i ek %k
TSR TRIRT TR | F1 Social Media AT TRGUEhT $HeT THTRIGERT ST
fﬁla'{ﬂmﬁ private setting T @ |

YishrETe e s Phishing/ Malware/Social Engineering
TRTIICTRT GRET SHRGT G T UehIeT R SIhRIE S8, Spam /Junk
SHAATS QT | PITQ?EFS%-IWRepIy T TR |

ST SHST STTTAT FAT SHAATS Spam 3T Junk | ST & Block
T T Configure/Setting T |

W%IWEZHT Subscribe T | Tfe Subscribed TEhT HU 3h
éawsaawmsﬁamfaé@% unsubscribe T&e A% unsubscribe
gl

IS UEATh! ATHT SPAM Filter T Antivirus 3T YT T |
ATafSeh TIHT TNGUERT FFRETE S login TaT 3t HFFETHT
TSI Keylogger T TN T Username T Password R §T T




%o,

2.
.
23

2%,
Q.

YUhIeT T SHPGETETE T login PRI | ATE TREhT W Ui ST
BT RIS TTEES JUTRAST JHeS TR T |

IIhTETe SUTThR! foish dUT Attachment @18 Click TR |
ST ST ST Trare TRET T T ST qriaTe aiad TR | 8y
slef Recovery T AT Multifactor Authentication ahT gHd S=IRT
T

Business SHeT T STHT HE U 3HST AT ATSHIgEE @ |
Remotelym:ﬂﬁﬁfsﬁﬁ@RTVPN T JRRT T |

i SHET IS TTHeRT ATRT SSL/TLS/PGP/GPG encryption Solution
TRTRICERT JRIRT TRY |

FHET/ GTATRT ATIT Secure Email Gateway a1 YT T |
Email Security Policy aﬁmnﬂ@raﬁrmﬁawnm
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QQ Removable Media Security JoT

(%) Removable Media & & ?

Removable Media YT STETATS HUSRUT (Data Storage ) T U3T FT
39T (Device ) BT STHATS HPET TSTAGT (<] SASFEITHT b ofT ehT)
WWWWWI USB flash drives, Removable Disk (Blu-ray

disk, DVDs, CD—ROMs), Memory Cards (Compact flash card, Secure
digital card, Memory stick), External hard drives, Digital cameras,

Audio recorders, Smartphones 317G Removable Media 3T 3&EURE
gl
(@) Removable Media & & @I ?

Removable Media sT¢ sh+JIHT Data Transfer et FHFIT JUTTedT
HITIRREIE T (Malware Infected) g He | I PRI TUTTATeE
Removable Media BT Data Transfer T&T Removable Media U Hshfid
&1 99 | I §T T THAU (Malware Infection) a7 ifera et
TS 3URIEE Removable Media ER&HE?TI

() Removable Media Wg:rgaﬁrshf@qgg%%gq?

ITgUETT Removable Media SRRT TT&T T SITSTHERT STTEHGE G TR |

e  Removable Media, FFET TT HCTHAT W (Malware ) JaT
T HeH |

® Removable Media MWWWW II%?OFE:[

ST Loss &1 & |

8l



o  HoEIieT quT M fHeRUTEE JETae ¥Ts AT Loss 9§ HEIThT Hias T
&t (Reputation Damage) §¥ & |

° Business strategy, Business plan T G fIeRUTe® Loss WS
3Tk excft (Financial Damage) &1 & |

(F) Removable Media T T&TT & 7T 7
Removable Media 3T GTIThT TATHT T JUTIEe STOTST -

?.  USB drives, Memory sticks, Smartphones, SD cards, External
hard drives, DVDs, or other removable media ?ﬂ's‘ qu%r
e T T S T |

3. HMGAT g3l SIS Removable Media AT U@ |

3. Removable Media HT HaeA3fiet ST T U4 9T Whole disk T8
a9 Encryption T T |

%. Removable Media &l Encryption Password dT Passphrase
Eﬁaﬁlé’share Eucl

«. Removable Media AT ‘\'I'F@Qahlf FTHTd Content Fﬂ's‘ Delete X
TS TS W 7 fasif |

. AT PGS/ ALY/ HIeTEel UHWMHT fava@ i Antivirus 3T
TRINT TR |

©. Removable Media EﬁﬁaﬁHWScan ™ T

¢. ST qUT BTESTeh HFZETHT STHT Removable Media TS SR
TR |

Q.  ohd Afewsn a7 uffad safthele It TiwEIe Removable Media
TS STTHT HEeTHT T SR 7 |

20, Removable Media HT HUhRT fEITJITUT@T§ Backup T e T |

2. WWAMO Play/Auto Run Feature Fﬂé’Disable T |

93. HagRiieT ST ‘ﬂEéﬁf Removable Media W@ﬁﬂﬁ? (Dispose) et
TeRTe e TRY GUfera daet fa@rsie (Dispose) TR |

8



T AMfded JRE&T (Physical Security)

:2 Jdall YUIIedl (Information System)
30T dFdfceld

(%) FETHOTET (Information System ) 3T e G (Physical Security )
TRl & &l 7

Information System (1S) @I ¥fifder LT A=Y Information system
UfGUahT Yo dfed BTSN, U, Jedeh T SIETeeals SHfushd Wifds
g, 3% dTTshH, High Voltage, TIeaTS, S, AISWHIS, GEeAT, SRR,
UTeRideh UehIUee Sed Yo, dTET SATfeere el T 9= TS |

(@) GEAT oM (Information System 3T +Hifciah G (Physical Security )
R T 7

Information System @ Sfifdeh GE&T (Physical Security) 3T @THT =T
JUTTRE STUATSAT -

2. gIATYUAT (Information System) &% TeehT ATHT € Tig=r
(Site) 3T = Y |

R R TSR T WU YRR HaUe SaET T e STsE I WY
Yaeh TGl doet™T ST SOt (Information System ) T |

3. ITRIeRTRe: SHichenl W HolRTehT ATHT Access Card /Access Control
ST TUTTeAT T TTTEehT SIarelT Y |

¥.  High Temperature/Humidity Fﬂ'scf:l?FﬂUT ™ Proper Cooling
System, Air Flow Circulation T 3fe Ventilation aT ATRT HVAC
(heating, ventilating, and air conditioning) SIa&T T |

«.  FEATIUTE (Information System ) {USRT STaehT GUTThT AT €1
T SR e TRER o e eRTTeif qeIr gaite Wit (Lighting)
T ST /Y |

4o



2o,

.

¢R.

3.

2%,

Q.

T OTeT (Information System ) HTeRT STEHHT T3 STH S Tehaeehl
T T e anfet @ R CCTV (Surveillance System) &1
LT T T STHeRIIEhT ATHT “You are under Surveillance” ST&T
T AREUET Notice Board 3hT e T |
IR qAT Tishrege Tidfafse SIS Motion Detector, Sound
Alarm System ST&AT Surveillance System T ST T |
AT WUITEAT (Information System ) TETeRT ATHT TR 3Tg TTERT
T 3T Wit (fireproof ) e/ 3eT ahT SaeeIT TRY |
Over/Under Voltage T Surge SI¢ YL&Teh! ATHT Voltage
Regulator/Surge protector/UPS STEAT V0T TeeehT ST TR |
Automatic fire—fighting system dT Manual fire—fighting
equipment (i.e., fire extinguishers) 3T STEEAT T |
T JOTIAT (Information System ) < J&TH T SaTeTTs SIGT SH13H
Power Backup (Generator, Solar System, UPS) T AT T |
AT WUTEAT (Information System ) 3T EITOHT TaT JRITA Current
Rating d¥T Insulation ‘ﬂ@ Electrical Cable, YT
Grounding T Shielding , Lightning &< s=1 Lightening Arrestor
T SEEAT TRY |
THTEE STSASIE SIFTS o1 S0t (Information System ) STTahT
FRTHT WHERUEE o FRI T Optical Fiber STRIGEHT AREE ShlfeaTe
SIATIST Anti—Rodent Fiber Optic Cable, Metal-sheating or PVC
ducts TTEshT S=NT T |
3UHITT AT WUTTefie® (Equipment and System ) 3T 31fere TRt
Tarfirer gomT formT Y |

WSecurity Policy dT Emergency Response Plan/Policy
ST T R TR |
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Desktop/L.aptop Computer
Security JJT Jddfctld

Desktop/Laptop Computer Security I AT 97 IUTIE® STUATSTY |

2.

2o,

Desktop/Laptop Computer HT Genuine/ Licensed/Open Source
Operating System d¥T Application Software T T T |
Desktop/Laptop Computer HI Genuine/ Licensed Antivirus Ea)
TRIRT Y |

grEae @fgdehl Admin User Account 5F|T§II13F Desktop/Laptop
Computer T TN T |

Guest Account Create T | 378 E@IFIT%?FH‘FW Desktop/Laptop
Computer TR T fe=dt |

Desktop/Laptop Computer T Log In 3l @ATHT i qae o
Fingerprint Lock, Face Lock a1te T |

Desktop/Laptop Computer a|3f0perating System Hﬁmﬁﬁﬁﬁ
( Up to Date ) T Tt |

Desktop/Laptop Computer &I 3AT&hTI Application
Store/Website STZ HIA Application 8¢ Download T Install
T

STERIH Application 8 Download T Install T T SRR
Application g% Installed @{ﬁﬁ Uninstall T |

AT THTHT ST WiFi, Bluetooth 3TTeaTs OFF T T |

Desktop/Laptop Computer AT Secure Web Browser (e.g. Moxzilla

Firefox) @ JR&IT TRY |



2.

R

3.

Desktop/Laptop ComputerﬂTEFﬁ?ﬂT@ﬂZr Drive WIIHH@FTTF?TI
Desktop/Laptop Computer a1 C: Drive (Desktop Screen/Folder,
My Documents, Downloads ) HT H&w@qoT qT Haaiiel File &8
T |

Desktop/Laptop Computer aﬁm@ AT HagiieT Data Gﬂ%
Tt &9 Backup T |

2%, gu:ﬁ Desktop/Laptop Computer HT ‘34117*3[ ETTﬁ Data &8

.
Q%

20,

R¢.

Format/Degauss/Demagnetize TR WS fa&SH (Dispose) T |
Desktop/Laptop Computer HT Auto—Screen Lock ?ﬂfm@ﬂﬂﬁ |
Desktop/Laptop Computer IITN@TF&FT Removable Media/Pen
Drive 3T ST I |

Desktop/Laptop Computer AT AutoRun/AutoPlay &TE Disable
T

SATHT Personal Details, Banking Details, Password W%ﬁqﬁ
Wﬂ]ﬁ' Desktop/Laptop Computer HT Plain Text HT save TR
Encrypt TN 7 T |
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Bt

Cloud T 1o STETehT JRET (Cloud
Data Security) AT JJdlceld

() FA3E 1T R (Cloud Data Security ) ¥+l & & ?

FATIE STT R (Cloud Data Security) YT FAISE (Cloud ) AT TG
12T (Data) TS EATRT THTIIA ekl Ul feha ugaere guferd Tt
TS JUTGEATS JHIST |

(@) F3E (Cloud ) TT TG STeTehT LI HErT T ?
FA3E (Cloud ) AT HTHT Data G TeTehT AT T ITRIEE SIS -

2. FASE Ul YR (Cloud Service Provider) &1 Y&l 3THT
STEATIHAT T VAT ST T Data T Volume 3TTHI SRUGT qeIT
TR 8T f&T ®aM Reputed AT Trusted FeISE BT TERIHATS
I BT |
FAIE (Cloud) AT UMGT Data &TE Encrypt g g MY |
FAT3E TaT UET (Cloud Service Provider) &2 Data @l fafia
T Backup G G 7Y | 1 el Data T Backup Locally
i T T |

¥. T3S ¥ USRI (Cloud Service Provider) & Data AT 3Tfushd
TEIEIE SIS o ShedlT Gl e (Security Measures) 3THHTIERT
& 91 Mt SR T |

%, IS HAT UG (Cloud Service Provider) 3T QhaTe Hel e
Hraft TUGUE ST Ui FAISE TINTeRd ehT ShHSTIRICT TaT 4 Data



%o,

2.

.

3.

2%.

Q.

Breach/Leak T Ha WUIGl 3TWHI 3THRT (Computer /
Laptop/Mobile Device 31Ti€) AT End—point Security (Genuine
0S, Anti-virus / Anti-malware 2T(g) @& ¥IIT T |
FASE Tl (Cloud Service) T User Agreements THT 81T U@
STeTehT G it M |

gUEd Data Transfer @I @IRT SSL Certificate @& VPN 3l T
el

qu?fﬂ?fPT T FATSE TaTeh! Privacy Settings F‘I‘I’a‘ 3ad doet
Properly Configure | g Recovery option ©& qHd ST
@t |

FAT3E BT (Cloud Service) 3T TS SIferT Ty TR | A1
Two—Factor Authentication feature @8 Enable T J&IRT Y |
T ST Holg et fear Cloud AT TG |

Cloud Service SR & Teh&™ Public WiFi 3T J&IT TRT |
Trafeed SFichetehl AT THmfd 9T Cloud Data Security eI
TSI eI Trareft arferd e i |

Sl T TEITT Data Security Policy TSJAT TRI 8T 3T SR
gl

Wmmwﬁshare el Access Control Features
(SFET: View only, Edit Restriction) 3T SR 7Y |

FATSE HAT Ye=¥ (Cloud Service Provider) Ii@d 4T Data
Migration &l gU 313%hT Data Delete W/-THUsh Gifverd T |

4y



:2 E‘ aERIHEE '\’R’&ﬂ (Website Security)

() JeTTgE LT (Website Security) 9-ehl & @ ?

JTHTSS GUET (Website Security) =Tel e i HEATeRT T SATHTT
TSI HTES STTHA (Cyber Attack) STE SIS TS IUTIEEATS

TS |
(T) JerTgeshT G (Website Security) et 7T 7
JerTgEehT GUET (Website Security) 3T @TRT T 3URIEE SUATRT :-

2.

Y&

JerATge FmToT T SR TRUEhT wiewH (SR Word Press, Django
amife) @S Tt sreamatss mr

guferd Plugins (SRT: Polylang, Popup Builder, Shield security )
2T TR T T coreetTs ot stematies |

aﬁl‘vTIEZ Host Taf Https dT SSL Certificate Configure W
JeTETEesH! Admin URL @ Hide TR T |

JTETEHT Login T GISeT oI U2sh YT Sl TiHere e 3t User
Account TS (g THIEHT AT Suspend T |

éﬂ?ﬂ%@ﬁ Login Form HT Captcha T T T |

JSTETEE Access Tal Multifactor Authentication (MFA) @eIT geferd
TrAdEehT JERT T |

JATETEE Host T Taganiaar T sRuer (Trusted and Reputed)
éERTIEZ Hosting FHEGIRT & T |



%o,
22.

¢R.

R

2%,

.

%EIFIEZEI?T user TAT Administrative Privileges Fﬂ? SINEIT FIA
SRIRT TR |

JeETEehl Default CMS Setting g 3T FHT IREd T |
éawsaa%‘r ﬂﬁqﬁ‘i@f SIT dAT Configurations aﬁﬁaﬁqﬁ YT
T &d: Backup G TR €T T |

JeeteTTs 3 deReTe Configure TRI T AT T Documentation
T

JSTEEhT GUETTehT ATHT Web Application Firewall (WAF) 3T SRIRT
T

SRIRTHT TG T F3TMUHT Module TT Features @15 Disable TR
@t |

%ﬁlﬂﬁaﬁﬁ Logs aﬁﬁaﬁqﬁw Security Monitoring T Audit
T
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4l

HdICR azmﬁb—;{ (Computer
Hacking) 0T Jddiceld

() FPR gMhw (Computer Hacking) & &T 7

FEST gATRE (Computer Hacking) 9-ehT e T ShPRIeTHT ST
VU, HRIhH, T aT qeATeehHT 3 ST AfeTs Uger uTed 71 & |
FET TR P TR RO P TS e, 7T, ST
T GREdT T, T T, 1T TS Sh 1T erTEdenT shidiet T Hees |

(@) FPgeX gTfR® (Computer Hacking) YTUehT ST TRl I3 7

FFGHT T FHITSTHhRT ALUEE @Al I FF §h HTEhT g
Y :-

2. HEZTHT HEYET Eehl SR ToHT THHEE Install ST JRGUAT
T, FHFFEX ON 7T fafereh df TRIHEE &d: Start g T 3eTIEkiT
Connect T @IS |

R, UM ¥YHT gl Performance EE?I‘, CPU/RAM &I Usage
ST T PGS AT ST Felerl (Hang) /¥d &5 &1 (Crash)
AT |

3. YIS ST JSETESREHT 3 Redirect / Visit &, fafii=T ageaer
3% Download @IW Pop up Window 31131'6%“4@ |

¥, A Yol SHCT WIATEE A dHThsish Hostiet @IdT (Social Media
Account) STE ST G-Tehl STHERKT ToHT €R 3HeT o TeeTe®

(Messages ) T33! JTSUAT |




%o,
2.

2R,

hHYZT WW/WW Internet Browser &I Home
page TR SamT |

Windows Firewall, Antivirus, Task Manager or Registry Editor
Jd: disable H@WS@TI

ST JreaSeT I T BISHT |
SATHT Password a\?r public domain AT YR ﬂQEhLI"?l'I's'@:IT |
TSR & & Internet bandwidth E%@WWQQ@TI
Internet Slow HUHT |

“You have been hacked” ST&T Message Tt {UHT |
AT 30T SATTeHT RBUIT TR WRT T (Ransomware ) SHeT HGST
e H{UAT |

Browser HT Unwanted Toolbars 3‘6%’?@'@ |

4%



&o

DI gIANfBF (Computer
Hacking) §T1¢ B33 dtal ?

FUST AT (Computer Hacking) S ST T 3URIEE ST0ATRT :-

2.

ST eaTeh I SHPRJETT & HeM ST UgaaIe doT 3etieHT
STfegw=T 3FMME Firewall @S Enable T |

Real Time Threat Detection T @RT Reputed Antivirus ¥
Anti—-spyware Software T JFRT TR |

Upper Case, Lower Case, Numeric / Other Special Character

Tigdeh! Sfctar qTeeSan! TEIT TR | H19, AT TS shaeT afT
share TR |

T, TUTISToh GSTIeT T faiier @Tam™T Fingerprint, One—Time
Password (OTP) SR Multi Factor Authentication (MFA) 3T
TRIRT T | ST UTHSSETS ST SiettHT aiara T | arer fafig=r
TITE%ehT AT Tk Thieh TTHSshT JRINT TRY |

JATHT 3USHTERT Operating System (OS), Apps, Browser, Antivirus
ST Software a7 T Update TR Up-to—date et |
Spam Email Fﬂ§CIick:F'lffl WWWEHT@Spam @FFIT
T Attachment IT Teishetts w@edt |
WW&WWWComputer System afé'ar—crri%(
@t | 9 ST T ST WiFi Connection, Bluetooth
Connection Eﬂé OFF T T |



%o,

2.

2R

3.

2%.
..

Https YTehT G SeTeTgeshl HI Visit T |

JATHT Router HT T&#hT Security EIT I+ Setting 8%TTs Enable
T

Public WiFi STZ Hae-3fiet ST, Personally Identifiable Information

(PI) share TR | H1Y AT SIfehTT SR SHRIFAR Public WiFi SITE
TR

HoeefieT Data Transfer T Transaction 3T @THT Secure VPN 3T
RIRT Y |

JATHT Computer 3T Performance Siell ST TRTTHT T | SRIWT
g7 SHERE Software TEATs g2l |

SATHT Computer System Infected WWG’I'}ITIT System Fl'l§
Scan T, Password GRea T, & S fogremt wme fast |
Pirated/ Freeware Software 3T J&RT TRT |

HTHT HEAUT Data &1 Backup TET |

&9



&R

%o,

AR JGITHT AT 3UGIT3g] Uol G SIS
§lollgY (Ten Good Habits for Cyber
Security) T JJdlGErd

ST SYHTEE ST AIATE, TS, TTIT / SEheT TS
TG JGTE (Unattended ) TS, B8 9T Lock TRT TR |
fctar uEaE (3, 3TER, Lower & Upper case, Tavg @fedehl o
STEEET SIGT HUHT) T T Taeas i aiead m |

ST Password, OTP, Pin Code FHOET Share T | &3 Password,
OTP, Pin Code W5 L& €T Tr@lT |

ST @reT (Email Account, Social Media, Facebook, Mobile
Banking App 3Ti€) SHT UTEEShT STTdRTh SHiFHT 97 T32T
Authentication T AT S/ HISTRA IR GHTCI;?I‘E?-IFT, Fingerprint
STET Multi-Factor Authentication 3T ST Y |

FiohTeE TeAshg®nT Click TWRY | TTeY ST JerdTgea®eh! Visit 7RI
{ Freeware/ Pirated Contents/Software @ Download dT Install
TR |

Operating System/ Application Software/ Antivirus Wﬁﬁ'ﬂ'ﬁﬁ
IFIERI (Update) TRT | BT, ST 3UsRUTEEATTS AT Scan TR |
Public WiFi @I @Teistieh Computer T JERT TR 3TTRfe RIS
3fE T |

ST HEcaqul qoIT Trae-efieT STeTe%eh! fafid Backup TG |
AT F9HT ‘ﬁf&'clwll' USB Drive/Pendrive 3TlfacTs Scan TR
STHT SHPRTHT SRINT Y |

ST GUHT Computer, Mobile, Pendrive AT ST STeT Hieusht
gty T A faesH (Dispose) Y |







AT LAY TETH<T
PTG, SHS, PHIGHTS]
B 1 QUY-9-4344899

gH®: info(at)nta.gov.np
URL: https://www.nta.gov.np




